How to protect yourself and your
business from the threat of
Cybercrime

Presentedby Laura HodgsonCyber ProtecOfficer
Cyber.safe@titan.pnn.police.uk
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Cyber Dependant Crimd ITAN

Student charged with supplying malware used in \_\ac\(‘ngs
cyber attacks on Netflix, Vodafone and Amazon :anS
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Jack Chappell appeared in court accused of running a web business supplying 'malware’ used to attack websites of several

multinational firms
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Deni to know about 'biggest ransomware'
Nial of Service offensive in history
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Threat 1¢ Phishing & Ransomware

PayPal PayPal

Important : We noticed unusual activity in your
PayPal account

&

What's gc¢
1 » Subject: HM Revenue & Customs Tax Refund Notification

From: "HM Revenue & Custom 201

@ HM Revenue
&Customs

oy Dear Tax Payer,

What to

" Your tax payment refund thas accrued up to 3,997.32, GBP

Apple Store
To: Dave Hamilton
Your order is being processed

Today at 3:03 AM

Order Number: W

& Apple Store

| Ordered on Apr 10, 2015

Thank you for your order.

We'll let you know when your items are on their way.

Items to be Shipped

Shipment 1

Shipping Address

Delivers: 4/24-5/8 by Standard Shipping

Apple Watch Sport 42mm Space Gray Aluminum $399.00

Case with Black Sport Band

Dave Hamilton

bl
" ¥ last seen today at 3:22 pm

YESTERDAY

Hello, ASDA is giving away £250
Free Voucher to celebrate 68th

anniversary, go here to get it:
http://www.asda.com/mycoupon

Enjoy and thanks me later !.

1aid within 72hours of

Business LinK

o

11:06 AM

{ Messages  PayPal

Text Message
Yesterday 14:2

PayPal - Your account
has been locked
Please click on the link
below to restore your
access:

http: /s

PayPal Team

TOP TIP:

Details

TITAN ™

North West Regional Organised Crime Unit

# Cryptolocker

Your personal files are encrypted!

Your important fies encrypion produced on this computer: photos, videos,
documents, etc. Here is a complete st of encrypted fles, and you can personaly verify
ths,

Encryption was produced using a unique public key RSA-2048 generated for ths
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which wil alow you to decrypt the files, located
on a secret server on the Interet; the server wil destroy the key after 3 time
specified in this window. After that, nobody and never will be able to restore fies..

To obtain the private key for this computer, which will automatically decrypt fies, you
need to pay 300 USD / 300 EUR / simiar amount in another currency.

Click «Next» to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.
10/9/2013

4:25 PM

Time left

95:56: 35

“QBE§w

Keylogger

@ Start
@ Settings
@ Logs

Email Breacheshttps://HavelBeenPwned.com/

Ransomware Helpwww.NoMoreRansom.org




Threat 1¢ Protect Advice T"ﬂ“ /

North West Regional Organised Crime Unit



https://www.youtube.com/watch?v=xcmwEvOvEnk

Threat 2- Public WiFi TITAN 7
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https://www.youtube.com/watch?v=hJ5-3vDOsAA
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ENCRYPTED
& convvecTion

INTERNET @

- 7
BLOCKED -
WEBSITES




Threat3 ¢ Weak Passwords T"ﬂ“"4
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Listen up 'sunshine’, we don't mean to 'dragon’, but scammers
‘welcome’ an easy 'password’. In fact, it's as easy as 'abc123". Soit's a
good idea to change your ‘passwOrd’ to a '‘password1’ cannot guess
so easily the next time that you ‘login’ from your ‘qwerty’ keyboard.
Oh, and don't be tempted by a prince or 'princess’ online offering a
‘flower’ and telling you to ‘loveme’. It's better to be ‘'master’ of your
own destiny, and go 'solo’. Your IT system ‘admin’ will appreciate it.

The top 25 common passwords (via Stay Smart Online)

1. 123456

2. password

3. 12345

4.12345678

S. football

6. qwerty

7. 1234567890

8. 1234567

9. princess

10. 1234

11. login

12. welcome

13. solo

.abc123

.admin

. flower

. password

. dragon

. sunshine

. master

. hottie

. loveme

4. zaql1z2aql

. password1



Threat3 ¢ Protect Advice T"ﬂ“ Y
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i shall use st vong ‘msswords.
i shall vse st vong ‘msswords.
i shall vse st vong ‘msswords.
i shall use st vong ‘msswords.

= ,
[P somre | I Shall 1953 $¢l.r029,‘>@5sw0rdz!

P rOteCt , gtrorlwgdpasswords ar;a a minimum of‘b8 chcéractersl inhlength
= : include uppercase, lowercase, nhumbers & special characters.
yourself with e :

a strong,
separate
email
password

CYBER AWARQ


https://www.youtube.com/watch?v=3aY_EPgi0VU
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Threat4 ¢ Updates T"ﬂ“”4

" General

i0S 6.1.2
Apple Inc.

Preparing Update... '

Fixes an Exchange calendar bug that could result
in increased network activity and reduced battery
life.

App Store

Update




Threat4 ¢ Protect Advice T"ﬂ“ Y/
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Protect
yourself,
install

the latest
software and
app updates

CYBER AWARQ
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C'S RCyber Information Sharing Partnership;lllllln“ {
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Www.ncsc.gov.uk/cisp

T Early warning of cyber threats

T Ability to learn from experiencesistakes, successes
of other usersand seek advice

T An improved ability to protect theicompany network

T Access to free network monitoringports tailored to

CuE }EP wequsgments



